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Consensus-Based Peer-to-Peer Control Architecture
for Multiuser Haptic Interaction Over the Internet

Ke Huang and Dongjun Lee, Member, IEEE

Abstract—We propose a novel peer-to-peer (P2P) distributed
control architecture for the shared haptic interaction among re-
motely located users over partially connected and undirected unre-
liable Internet communication network with varying delay, packet
loss, data swapping/duplication, etc. Each user simulates and in-
teracts with their own local copy of the shared deformable virtual
object (for haptic responsiveness against latency), while these local
copies are synchronized via a proportional-derivative type consen-
sus control over the Internet communication network (for haptic
experience consistency among the users). Our proposed architec-
ture enforces passivity, thereby, rendering itself to be interaction
stable, portable, and scalable for heterogeneous (passive) users and
devices. Configuration consensus among the local copies and force
balance among the users are also shown. The issue of optimiz-
ing communication network topology is also addressed with some
relevant experimental results.

Index Terms—Communication graph, consensus, Internet, mul-
tiuser shared haptic interaction, passivity.

I. INTRODUCTION

MULTIUSER shared haptic interaction among remotely
located users over the Internet would enable many pow-

erful applications: virtual collaborative surgical training, col-
laborative haptic evaluation of computer-aided designs, virtual
sculpting among remote artists, and haptically enabled net-
worked computer games, to name just few. Perhaps, even more
importantly, this idea of multiuser haptic interaction over the
Internet may also revolutionize our way of interacting with
each other in the cyberspace, by complementing currently avail-
able virtual-reality vision and audio interaction modalities (see
Fig. 1).

In this paper, extending our recent results of [1]–[3], we pro-
pose a novel peer-to-peer (P2P) control architecture for this
problem, as depicted in Fig. 2, which can be summarized as fol-
lows. First, to achieve real-time responsiveness of haptic feed-
back against the Internet’s latency, all N users simulate and
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Fig. 1. Multiuser shared haptic interaction over the Internet.

interact with their own local copy (or replica) of a common
shared deformable virtual object (VO). We then connect
these N VO local copies’ configuration via a (discrete-time)
proportional-derivative (PD) type consensus control (with some
local damping injection) over the Internet to provide consis-
tency of haptic experience among the distributed users. For this
paper, we particularly focus on deformable VOs (e.g., surgical
simulation [4]; see Fig. 1), which define a very useful, yet, quite
challenging, class of haptic virtual environments. We also al-
low general unreliabilities for the Internet communication (e.g.,
varying delay, packet loss, data swapping, etc.), as well as as-
sume that the communication topology among the N users over
the Internet is only partially connected and undirected (i.e., if
ith user receives data from jth user, so does jth user from ith
user).

It is then well known that such a PD-type consensus coupling,
which is established over the imperfect Internet, can easily be-
come unstable. The issue of stability is even more challenging
here, since our P2P architecture in Fig. 2 needs to be mechan-
ically coupled with a wide range of heterogeneous, uncertain,
unknown, and/or complicated human users and haptic devices.
To address this issue of interaction stability, we enforce discrete-
time N -port (closed-loop) passivity of our P2P architecture of
Fig. 2. More precisely, 1) we adopt noniterative variable-rate
passive mechanical integrators (NPMIs) [5], [6] to passively
simulate each VO local copy in Fig. 2; and 2) we extend our re-
cent results of [1]–[3] to guarantee N -port (controller) passivity
of the PD-type consensus control loop (i.e., inner part of Fig. 2)
over the unreliable and only partially connected (undirected)

1552-3098/$31.00 © 2012 IEEE
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Fig. 2. P2P multiuser haptic interaction architecture.

Internet communication network with varying delay, packet
loss, data swapping, etc.

This discrete-time N -port (closed-loop) passivity then en-
dows our P2P architecture with the following useful/powerful
properties.

1) Interaction stability: With some passive (hybrid) device–
VO coupling for Fig. 2 (e.g., virtual coupling [7], [8], or passive
set-position modulation (PSPM) [9]), we can enforce interaction
stability with any human user and haptic device, regardless of
however heterogeneous, uncertain, unknown, or complicated
they are, as long as they are, or behave as, passive systems [10],
[11].

2) Portability: The design of shared VO and consensus control
can be done independently from the physical construction and
properties of haptic devices (i.e., device-simulation separation
[12]), implying that we can deploy any (passive) devices, while
keeping the same VO and consensus coupling (e.g., no need to
increase shared VO’s mass for all users even if new devices’
damping is deficient [13]).

3) Scalability: Since the aforementioned properties hold for
any number of (passive) users/devices, our P2P architecture,
with its own distributed nature, can accommodate any number
of users/devices.

Some results and frameworks have been reported for the
problem of multiuser shared haptic interaction over the In-
ternet. However, most of them are rather empirical and qual-
itative (e.g., [14]–[21]), without (often useful and important)
theoretical guarantees of stability or performance. The work
of [22] and [23] may be considered as exceptions. Yet, some
of the important aspects/issues of the multiuser shared haptic
interaction, which are fully incorporated in this paper, were
not considered there (e.g., unknown nonlinear heterogeneous
users/devices, varying delay and packet loss, arbitrary network
topology, portability and scalability, etc.). To our knowledge,
our P2P control architecture, which is presented in this paper,
is the very first result for multiuser shared haptic interaction
via a common (nontrivial) deformable VO over the unreliable
and partially connected (discrete) Internet communication net-
work with theoretical guarantees of passivity and (steady-state)
performance.

One of the key building blocks of our P2P architecture is the
consensus control among the N discrete-time second-order VO
local copies over the unreliable and partially connected Inter-
net network. Some results have been proposed for this problem
(e.g., [24]–[26]); yet, to our knowledge, none of them either uti-
lizes or achieves passivity, which is crucial for our P2P architec-
ture, as mentioned previously. In addition to this passivity prop-
erty, our PD-based consensus result can also handle the follow-
ing issues altogether unlike other consensus techniques: nonuni-
form varying delay and packet loss (unlike, e.g., [24] and [25]);
multidimensional consensus (unlike, e.g., [26]); and variable up-
date rate (unlike, e.g., [24]–[26]). In this paper, we also extend
the well-known 1-D Laplacian of undirected graphs [27]–[29]
to the multidimensional case, where the weight on each edge is
given by a symmetric and positive-definite matrix rather than a
scalar (see Section II-B).

The rest of this paper is organized as follows. In Section II,
we review basic graph theory and extend the scalar graph Lapla-
cian to the multidimensional case. Our novel P2P architecture
is presented and its properties are detailed in Section III, which
consists of passive local VO simulation (Section III-A), pas-
sive VO consensus over the Internet (Section III-B), and pas-
sive device–VO coupling (Section III-C). The issue of network
topology optimization is discussed in Section IV, and experi-
mental results are presented in Section V. Concluding remarks
and some comments on future research are given in Section VI.

Some preliminary results of this paper have been presented
in [1], [2] (only for constant delay), and [3] (only for master–
slave teleoperation). This paper extends the results of [1]–[3] to
the multiuser shared haptic interaction over the unreliable and
partially connected Internet networks with varying delay, packet
loss, data swapping/duplication, etc., while also presenting new
experimental results with a (nontrivial) 3-D deformable VO.

II. GRAPH THEORY

A. Basic Notations and Properties

We use graph theory [30] to describe the communication
topology among the N users over the Internet. For this, we define
G(V,E) to be a graph where V := {v1 , . . . , vN } and E ⊆ V × V
are, respectively, the set of N vertexes1 (i.e., users or their VOs)
and the set of Ne edges connecting them (i.e., information flow).
Each directed edge of E can then be identified either by eij with
vi and vj being the head and tail of eij (e.g., vi receives informa-
tion from vj ) or by el with l ∈ EC := {1, 2, . . . , Ne}. In fact, we
can define a bijective map between l ∈ EC (i.e., one-tuple enu-
meration) and (i, j) ∈ EP := {(i, j)|eij ∈ E, vi , vj ∈ V} (i.e.,
two-tuple enumeration). We will denote this equivalence be-
tween EP and EC by

l ≈ (i, j) if el = eij ∈ E.

In this paper, we assume G(V,E) is simple (i.e., no self-
loops) and undirected (i.e., eij ∈ E ↔ eji ∈ E). We also define
the information neighbors of vi s.t.

Ni := {vj ∈ V|eij ∈ E}

1We use the term vertexes to describe the communication graph G(V, E),
while the term nodes for the structure graph GVO (X, K) of the deformable VO
in Section III-A.
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i.e., the set of users from which vi receives information. We will
also use the following facts, whose proofs are omitted here due
to their simplicity: For any ε : EP → �m

N∑

i=1

∑

j∈Ni

εij =
Ne∑

l=1,(p,q)≈l

εpq (1)

and, further, if G(V,E) is undirected

Ne∑

l=1,(p,q)≈l

εpq =
1
2

Ne∑

l=1,(p,q)≈l

(εpq + εqp). (2)

For G(V,E), the incidence matrix D := {dil} ∈ �N ×Ne is
defined by

dil :=

⎧
⎨

⎩

1, if vi is the head of el

−1, if vi is the tail of el

0, otherwise
(3)

and the graph Laplacian matrix L = {lij} ∈ �N ×N by

lij :=

⎧
⎨

⎩

deg(vi), if i = j

−1, if eij ∈ E

0, otherwise
(4)

where deg(vi) is the number of incoming edges of vi . For undi-
rected G(V,E), we then have [30, Prop. 4.8]

L = DDT (5)

and, moreover, if G(V,E) is connected as well, L has a zero
eigenvalue at the origin with the eigenvector 1N := [1, . . . 1]T ∈
�N , and all the other eigenvalues are strictly positive real. See
[27], [28], and [30] for more details.

B. Multidimensional Graph Laplacian: Stiffness Matrix P

To attain consistency, our P2P architecture in Fig. 2 con-
nects the N VO local copies via PD-type consensus con-
trol over G(V,E). In contrast with the usual consensus results
(e.g., [24]–[29]), here, we are interested in using n-dimensional
(matrix) consensus gains Pij ∈ �n×n rather than 1-D (scalar)
Pij (i.e., Pij = pij In , with a scalar pij > 0 and identity matrix
In ∈ �n×n ), where n > 0 is the dimension of the deformable
VO configuration (see Section III-A). This is because 1) some
nodes of the VO may need stronger consensus coupling than
others (e.g., nodes with heavier mass); and 2) cross coupling
among different nodes between two VOs may improve consen-
sus performance [31].

Then, similar to L in (4), we define the multidimensional
graph Laplacian, or stiffness matrix P ∈ �nN ×nN , s.t.

Pij =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

∑

k∈Ni

Pik , i = j

−Pij , i �= j and eij ∈ E

0, otherwise

(6)

where Pij ∈ �n×n is the symmetric positive-definite consensus
matrix gain on eij ∈ E. To our knowledge, consensus property
of P has not been established. In the following, we show that
P indeed possesses consensus property similar to L, thereby,
extending the notion of 1-D Laplacian L [27], [28] to multidi-

mensional stiffness matrix P. For this, the following lemma is
instrumental.

Lemma 1: Suppose that G(V,E) is undirected, and Pij in (6)
is symmetric, positive definite, and Pij = Pji . Then, we can
write the stiffness matrix P in (6) s.t.

P =
1
2
(D ⊗ In )Pd(D ⊗ In )T (7)

where D ∈ �N ×Ne is the incidence matrix (3), ⊗ is
the Kronecker product, and Pd := diag(P1 , P2 , . . . , PNe

) ∈
�nNe ×nN e , with Pl ∈ �n×n being the P-gain matrix assigned
on el ∈ E, l ∈ EC = {1, . . . , Ne}.

Proof: Define D̄ := (D ⊗ In )P
1
2

d ∈ �nN ×nNe . Then, its ilth
block matrix d̄il ∈ �n×n is given by

d̄il =

⎧
⎪⎪⎨

⎪⎪⎩

P
1
2

l , if vi is the head of el

−P
1
2

l , if vi is the tail of el

0, otherwise

following the structure of D in (3). Define also Ek := {l ∈
EC |∃vr ∈ V s.t. , l ≈ (k, r) or l ≈ (r, k)}, i.e., the set of any
edges connecting, or connected to, the vertex vk . We then have

d̄k l = ±P
1
2

l �= 0 if l ∈ Ek , or d̄k l = 0 otherwise.
The n × n diagonal block of D̄D̄T is then given by

Ne∑

l=1

d̄2
il =

∑

l∈Ei

Pl = 2
∑

j∈Ni

Pij

for i = 1, . . . , N , since G(V,E) is undirected, Ei includes both
the incoming and outgoing edges of vi , and Pji = Pij . In
addition, the n × n off-diagonal block of D̄D̄T is given by:
i, j ∈ {1, 2, . . . , N}, i �= j

Ne∑

l=1

d̄il d̄j l =
∑

l∈Ei ∩Ej

d̄il d̄j l =
∑

l≈(i,j ),l≈(j,i)

d̄il d̄j l = −2Pij

since, with i �= j, 1) if l /∈ Ei ∩ Ej , d̄il d̄j l = 0; 2) l ∈ Ei and
l ∈ Ej implies that l ≈ (i, j) or l ≈ (j, i); and 3) Pij = Pji .
This then shows that 2P = D̄D̄T . �

Using Lemma 1, we now show that the multidimensional stiff-
ness matrix P (6) indeed possesses consensus property similar
to the 1-D (scalar) graph Laplacian L (4).

Proposition 1: Suppose that G(V,E) is undirected and con-
nected, and Pij ∈ �n×n for (6) is symmetric, positive definite,
and Pij = Pji . Then, we have

rank(P) = n(N − 1)

with the n-dimensional kernel space of P given by

ker(P) = span{1N ⊗ a1 , . . . , 1N ⊗ an} (8)

where span{a1 , a2 , . ., an} = �n .
Proof: Using Lemma 1, properties of rank and ⊗, and (5),

with Pd being nonsingular, we have

rank(P) = rank([(D ⊗ In )P
1
2

d ]T [(D ⊗ In )P
1
2

d ])

= rank(P
1
2

d (DT D ⊗ In )P
1
2

d )

= rank(In )rank(DT D) = nrank(L)
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where, if G(V,E) is connected, rank(L) = N − 1. Thus, we
have rank(P) = n(N − 1), or equivalently, dim(ker(P)) = n.
We can also verify that

P(1N ⊗ a) = 0 ∀a ∈ �n

which, with dim(ker(P)) = n, implies (8). �

III. PEER-TO-PEER CONTROL ARCHITECTURE FOR MULTIUSER

HAPTIC INTERACTION OVER THE INTERNET

We now present our novel P2P control architecture, as de-
picted in Fig. 2, which consists of the N local copies of the
shared deformable VO, the consensus control among these N
local copies over the Internet, and the local passive device–VO
coupling. For this, we first utilize NPMI [5], [6] to render each
VO local copy to be discrete-time passive (Section III-A). Then,
extending our recent results of [2] and [3], we propose passivity-
enforcing PD-type consensus control of the N local copies over
the unreliable partially-connected and undirected Internet net-
work with varying delay, packet loss, data swapping/duplication,
etc. (Section III-B). Finally, even if it is a standard problem in
haptics and not the main concern of this paper, for completeness,
we briefly explain how to passively connect each VO local copy
to a haptic device, particularly using the well-known virtual
coupling technique [7], [8] (Section III-C).

A. Passive Local Simulation of Shared Virtual Object

We consider a linear deformable object as the shared VO.
See Fig. 3 for an example. To enforce discrete-time passivity
of this VO local simulation, we utilize our recently proposed
NPMI [5], [6], which can be written as follows: For each ith
user, i = 1, . . . , N

1
N

[Mai(k) + Bv̂i(k) + K(x̂i(k) − xd)] = τi(k) + fi(k)

ai(k) :=
vi(k + 1) − vi(k)

Tk
i

v̂i(k) :=
vi(k + 1) + vi(k)

2
=

xi(k + 1) − xi(k)
Tk

i

x̂i(k) :=
xi(k + 1) + xi(k)

2
(9)

where k ≥ 0 is the discrete-time index; Tk
i > 0 is the inte-

gration interval; xi, vi , ai ∈ �3n are, respectively, the (com-
bined) configuration, velocity, and acceleration of the n-nodes
of the ith-user’s VO (i.e., xi(k) := [x1

i (k);x2
i (k); . . . ;xn

i (k)],
with xr

i (k) ∈ �3 being the position of the VO’s rth node: Sim-
ilar also holds for vi, ai); xd ∈ �3n specifies the VO’s unde-
formed shape as well as its mechanical ground; fi(k) ∈ �3n

is the device–VO interaction force (e.g., interaction with user-
controlled virtual proxy: see Section III-C); and τi(k) ∈ �3n is
to embed the consensus control for the N local copies over the
Internet (see Section III-B).

In (9), M ∈ �3n×3n is the symmetric positive-definite mass
matrix of the n-nodes of VO; and B,K ∈ �3n×3n are symmetric
positive semidefinite (or definite) structural damping and spring
matrices, typically decomposable by

B := Bint + Bgnd , K := Kint + Kgnd (10)

Fig. 3. Three-dimensional deformable VO, with 33 nodes, 87 tetrahedron
meshes, and VP.

where �int defines internode coupling within the VO, while �gnd
binds some nodes of VO to the mechanical ground xd . More
precisely, similar to (6), the 3 × 3 block matrix Krs

int of Kint ∈
�3n×3n , r, s ∈ {1, 2, . . . , n}, is given by Krs

int := −Krs if r �=
s; or Krs

int :=
∑

k∈NV O
r

Krk if r = s, where Krs ∈ �3×3 is the
spring gain between xr

i (k) and xs
i (k). On the other hand, Kgnd is

given by Kgnd := diag[k1
gndI3 , . . . ., k

n
gndI3 ], where kr

gnd > 0 if
the node xr

i is attached to the mechanical ground xr
d , or kr

gnd = 0
otherwise.

Similar to the stiffness matrix P in (6), Kint ∈ �3n×3n

then defines an undirected structure graph GV O (X,K), where
X := {x1

i , x
2
i , . . . , x

n
i } and K ∈ X × X, respectively, denote the

VO’s n-nodes and the Krs-connections among them. Now, sup-
pose that K(xi − xd) → 0 in (9) and GV O (X,K) is connected.
Then, from the structural similarity between P and Kint (cf.,
Proposition 1), we will have 1) if Kgnd = 0

xi − xd → ker(Kint) ≈ In ⊗ zi, zi ∈ �3

i.e., Kint enforces the VO to attain the undeformed shape xd ,
whose location yet can “float” by an arbitrary displacement
zi ∈ �3 (i.e., symmetry in E(3) [32]); and 2) if Kgnd �= 0,
K = Kint + Kgnd becomes positive definite and xi → xd with
zi = 0 (i.e., symmetry breaking in E(3) [32]). Similar can be
said for B as well.

Since each user simulates the shared VO, the same
M,B,K, and xd are used in (9) for all users. We also as-
sume that M,B,K, and xd are all constant (see [6] for VO
with varying M ). Suppose also that the consensus among the
N local copies is perfect with xi(k) ≡ xj (k). Then, if a single
user tries to deform its own VO local copy with all the other
users not touching their copies, this user needs to make the same
deformation across all the N local copies. This implies that the
larger the number of VOs (i.e., N ) is, the more difficult for each
user to move/deform the (shared) VO. To address this scaling
effect, similar to [1] and [20], we scale down (9) by N .

The NPMI algorithm (9) is implicit [i.e., vi(k + 1), xi(k +
1), vi(k), xi(k) showing up together in the left-hand side of
(9)], yet, still noniterative, i.e., if τi(k) and fi(k) are also given
by a linear map of v̂i(k), x̂i(k) and some exogenous signal
ci(k) ∈ �p known at the onset of Tk

i , (9) can be reorganized s.t.

zi(k + 1) = Hi
kzi(k) + Gi

kc′i(k) (11)

where zi(k) := [vi(k); xi(k)] ∈ �6n , c′i(k) := [xd ; ci(k)] ∈
�3n+p , and Hi

k ∈ �3n×3n and Gi
k ∈ �3n×(3n+p) are varying

due to Tk
i contained in them. Equation (11) can then be solved

without (typically time consuming) iterations, allowing us to
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solve (9) haptically fast.2 The NPMI VO model (9) may also
be obtained via mass–spring–damper modeling [4] or finite el-
ement method [33].

The key property of NPMI, which is central for the construc-
tion of our P2P architecture, is that, unlike other integrators
frequently used in haptics (e.g., explicit Euler [13]), it enforces
(open-loop two-port) discrete-time passivity of (9). That is, us-
ing (9), we can easily show that ∀M̄ ≥ 0

M̄∑

k=0

[fi(k) + τi(k)]T v̂i(k)Tk
i ≥ −Ei(0) =: −d2

i (12)

where Ei(k) := 1/N × (‖vi(k)‖2
M /2 + ‖xi(k) − xd‖2

K /2) is
the (scaled) total energy of the ith-user’s VO, with ‖y‖A :=√

yT Ay for a vector y ∈ �m and a positive definite/symmetric
A ∈ �m×m . See [5] and [6] for more details on NPMI algorithm.

Now, let us define discrete-time N -port (closed-loop) passiv-
ity of the P2P architecture in Fig. 2: ∀M̄ ≥ 0, ∃d ∈ �, s.t.

M̄∑

k=0

N∑

i=1

v̂i(k)T fi(k)Tk
i ≥ −d2 (13)

i.e., maximum extractable energy from the N device–VO in-
teraction ports (fi(k), v̂i(k)) is bounded. If we attain this N -
port passivity (13), by using some available (hybrid) passive
device–VO coupling techniques (e.g., virtual coupling [7], [8]
or PSPM [9]; see Section III-C) to connect each VO local copy
with a (continuous-time passive) haptic device, we would be
able to enforce continuous-time N -port passivity of the P2P ar-
chitecture (as experienced by the N users), with the interaction
stability, portability, and scalability stated in Section I following
as well.

The following proposition shows that, similar to the
continuous-time case [34], [35], with the passivity of each lo-
cal VO simulation (9), we can reduce the problem of enforcing
the N -port closed-loop passivity of the P2P architecture (13)
into that of the N -port consensus controller passivity: ∀M̄ ≥ 0,
∃c ∈ �, s.t.

M̄∑

k=0

N∑

i=1

v̂i(k)T τi(k)Tk
i ≤ c2 (14)

i.e., maximum generatable energy from the N consensus control
ports (τi(k), v̂i(k)) is bounded. It is usually simpler to prove
this controller passivity (14) than the closed-loop passivity (13),
since the former involves only (linear) τi(k) and not the VO
dynamics (9). In Section III-B, we will design the consensus
control τi(k) to satisfy this N -port controller passivity (14),
even if the Internet is unreliable with varying delay, packet loss,
data swapping, etc., and their topology G(V,E) is only partially
connected.

Proposition 2: Suppose each VO local copy is discrete-time
passive in the sense of (12). Then, discrete-time consensus con-
troller passivity (14) implies discrete-time N -port closed-loop
passivity of the P2P architecture (13).

Proof: Substituting (14) into (12), we can obtain (13) with
d2 :=

∑N
i=1 d2

i + c2 . �

2This is still true, even with the consensus control τi (k) in Section III-B and
the virtual coupling fi (k) in Section III-C.
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Fig. 4. Indexing delay N k
j i can capture various communication defects.

B. Passive Virtual Object Consensus Over the Internet

Following [2], [3], and [35], we design the consensus control
τi(k) in (9) to be composed of PD-type coupling (distributed
over the communication graph G(V,E)) and local damping in-
jection s.t.

τi(k) := −Biv̂i(k) −
∑

j∈Ni

Dij

[
v̂i(k) − δk

ij v̂j (k − Nk
ij )
]

︸ ︷︷ ︸
D-coupling

−
∑

j∈Ni

Pij

[
x̂i(k) − x̂j (k − Nk

ij )
]

︸ ︷︷ ︸
P-coupling

(15)

where Ni is the information neighbors of the ith user; Bi,
Pij ,Dij ∈ �n×n are, respectively, the symmetric/positive-
definite local damping, P- and D-coupling gain matrices, with
Pij ,Dij defined on the edge eij over G(V,E)3; and Nk

ij ≥ 0 is
the time-varying (integer) indexing delay (to be defined below)
from the jth user to the ith user at the discrete-time index k. We
also assume

Pij = Pji,Dij = Dji (16)

i.e., symmetric P- and D-couplings on the edge eij , although
we allow Nk

ij �= Nk
ji (e.g., asymmetric delays) and Pij �= Ppq ,

Dij �= Dpq for (i, j) �= (p, q) (i.e., nonuniform P–D couplings).
The indexing delay Nk

ij ≥ 0 is defined as follows: 1) If the
packet of a signal �j from the jth user is received by the ith
user, Nk

ij is the k-index difference between ith-site’s reception
and jth-site’s transmission; and 2) if no packet from the jth
user is received at k, we set Nk

ij ⇐ Nk−1
ij + 1 with the previ-

ous packet being hold (i.e., packet sustainment) (see Fig. 4).
This index delay Nk

ij can then capture various communica-
tion unreliability of the Internet, including varying delay (e.g.,
master k = 3, 6 in Fig. 4), packet loss (e.g., master k = 1, 2
in Fig. 4), data swapping (e.g., master k = 4, 5 in Fig. 4), and
packet duplication (e.g., master k = 3 in Fig. 4). We also as-
sume that with the packet sustainment included, ∃N̄ij ≥ 0 s.t.
Nk

ij ≤ N̄ij ∀k ≥ 0 (e.g., no complete communication black-
out); and ∃Tmax

j , Tmin
j > 0 s.t. Tmin

j ≤ Tk
j ≤ Tmax

j , ∀k ≥ 0,
j = 1, 2, . . . , N (e.g., no crash of local VO simulation).

For the P-action in (15), it is often desirable to sustain the
previous set-position data x̂j , when packets are missing. As

3The results here can be easily extended to asymmetric Bi or positive semidef-
inite Dij . The VO damping (1/N )B in (9) may also serve the role of local
damping [i.e., Bi := (1/N )B for (18)]: We use Bi here to “modularize” the
consensus control (15) from the VO simulation (9).
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shown later in Theorem 1 and its proof in the Appendix, this
set-position holding does not jeopardize N -port passivity of the
consensus control (14). Doing so for the set-velocity signal v̂j

in (15), yet, can compromise passivity (14). To prevent this, we
insert duplication avoidance function δk

ij in (15) defined s.t.

δk
ij :=

{
0, if v̂j (k − Nk

ij ) is duplicated

1, otherwise
(17)

where the condition of the first line includes both “real” dupli-
cation (i.e., due to communication itself) as well as “artificial’
duplication (i.e., from packet sustainment). This δk

ij can be eas-
ily implemented by using some packet numbering mechanisms.

We now present the main result of this paper in the following
theorem, which shows that, under a certain gain setting condi-
tion, even if the Internet communication is unreliable and its
topology G(V,E) only partially connected, our P2P architecture
can guarantee the N -port closed-loop passivity (13), configu-
ration consensus among the N VO local copies when released
from the users, and force balance among the users as if they are
physically manipulating the VO together.

Theorem 1: Consider the N VO local copies (9) under the
consensus control (15) over unreliable Internet communication
network with undirected and connected topology G(V,E). Sup-
pose we set the gains Bi, Pij ,Dij , s.t.

Bi �
∑

j∈Ni

(
N̄ij + N̄ji

2
Tmax

j Pij +
1
2

[
Tmax

j

Tmin
i

− 1
]

Dij

)

(18)
for i = 1, 2, . . . , N , where Tmax

j := maxk (Tk
j ), Tmin

j :=
mink (Tk

j ) > 0, vi(k) = 0,∀k ≤ 0, and A � B (or A � B,
resp.) implies A − B is positive semidefinite (or definite, resp.)
for square matrices A,B. Then

1) the P2P architecture possesses the discrete-time N -port
closed-loop passivity (13);

2) if Bi is augmented by an extra positive-definite damping
Be

i ∈ �3×3 (Be
i � 0) and fi(k) = 0

[
P + IN ⊗ K

N

]
(x(k) − 1N ⊗ xd) → 0 (19)

where x(k) = [x1(k);x2(k), . . . , xN (k)] ∈ �3nN , and
P ∈ �3nN ×3nN is the stiffness matrix (6);

3) if vi(k) → 0, for all the users

N∑

i=1

fi(k) → K(x̄(k) − xd) (20)

where x̄(k) := (x1(k)+x2(k) + · · · + xN (k))/N ∈�3n.
Proof: As shown in (38) in the Appendix, under condition

(18), the consensus control τi(k) satisfies N -port controller
passivity (14) with c2 =

∑Ne

l=1 ϕpq (0)|(p,q)≈l , where ϕpq (k) :=
‖Δxk

pq‖2
Pp q

/4 with Δxk
pq := xp(k) − xq (k), i.e., half of the en-

ergy stored in Ppq on the edge epq . The discrete-time N -port
closed-loop passivity (13) then follows from Proposition 2 with
d2 :=

∑Ne

i=1 Ei(0) +
∑Ne

l=1 ϕpq (0), (p, q) ≈ l.
For the second item, note that, with the extra Be

i (i.e.,
Bi + Be

i instead of Bi for (15) with Bi satisfying (18)),

we have, instead of (38),
∑M̄

k=0 sE (k) ≤
∑Ne

l=1 ϕpq (0) −

∑M̄
k=0

∑N
i=1 ‖v̂i(k)‖2

B e
i
T k

i . Combining this with (12), we can

then show that ∀M̄ ≥ 0

N∑

i=1

M̄∑

k=0

v̂i(k)T fi(k)Tk
i ≥ −d2 +

M̄∑

k=0

N∑

i=1

‖v̂i(k)‖2
B e

i
T k

i

i.e., the system is still N -port closed-loop passive (13), with the
extra dissipation due to Be

i . If fi(k) = 0, we then have

d2 ≥
M̄∑

k=0

N∑

i=1

‖v̂i(k)‖2
B e

i
T k

i ,∀M̄ > 0

implying that, with d bounded and Tk
i > 0, v̂i(k) → 0.

From (9) with v̂i(k) → 0, we have xi(k + 1) → xi(k) and
x̂i(k + 1) → x̂i(k). This then implies that K(x̂i(k + 1) −
xd) → K(x̂i(k) − xd) for (9) as well as τi(k + 1) → τi(k) for
(15), with x̂j (k + 1) → x̂j (k) → · · · → x̂j (k + 1 − Nk

ij ) →
x̂j (k − Nk

ij ). Applying this observation to (9) for Tk
i and Tk+1

i
integration steps, we can achieve

vi(k + 1) − vi(k)
Tk

i

→ vi(k + 2) − vi(k + 1)
Tk+1

i

where vi(k + 2) → vi(k) from v̂i(k + 1) → v̂i(k) → 0. Thus,
we have (1/T k

i + 1/T k+1
i )(vi(k + 1) − vi(k)) → 0, i.e.,

vi(k + 1) → vi(k), which, with v̂i(k) → 0, further implies
vi(k) → 0. Reflecting this back into (9) with fi(k) = 0, we
can then achieve
K

N
(xi(k) − xd) +

∑

j∈Ni

Pij (xi(k) − xd − xj (k) + xd) → 0

∀i ∈ {1, 2, . . . , N}, which can be written as (19).
For the third item, similar to the aforementioned derivation,

using vi(k) → 0 for (9), we have x̂i(k) → xi(k) and

K

N
(xi(k) − xd) +

∑

j∈Ni

Pij (xi(k) − xj (k)) → fi(k).

Summing this up, we can have

N∑

i=1

fi(k) → K(x̄(k) − xd) +
N∑

i=1

∑

j∈Ni

Pij (xi(k) − xj (k))

where the most right term is zero, since, from G(V,E) being
undirected and Pij = Pji , for each Pij (xi(k) − xj (k)), we also
have Pji(xj (k) − xi(k)), with their sum being zero. �

Here, the discrete-time index k need not be (absolute-time)
synchronized among the users, and each user need not pre-
cisely track their own or neighbors’ k to implement (15). In
fact, to implement (15), each ith user can simply receive/collect
the data from the neighbors (i.e., (x̂j (k − Nk

ij ), v̂j (k − Nk
ij )),

check the duplication (17), apply the consensus control (15) to
their local VO simulation (9), solve for (x̂i(k), v̂i(k)), and send
them to their neighbors over the Internet. All of these processes
do not require each ith user knowing Nk

ij and Tk
j either. The

passivity condition (18) can also be enforced locally by using
that N̄ij + N̄ji ≤ N̄ij i + N̄jij (from N̄ji ≤ N̄ij i) along with
the information of Tmax

j , Tmin
j , where N̄ij i is the maximum

round-trip delay, which each ith user can measure by locally
counting their own index k between sending a packet to and
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Fig. 5. Network representation of device–VO coupling.

receiving its acknowledgment from the jth user. In this paper,
we also assume that the (fictitious) instance of k = 0 of all users
starts similarly in absolute time, and Tk

i is more or less uniform
across users and much faster than the communication rate to
prevent excessively large Nk

ij (e.g., Nk
ij → +∞ if Tk

j � Tk
i )

or negative Nk
ij < 0.

The consensus property (19) implies that, when released,
x(k) = [x1(k);x2(k); . . . ;xN (k)] ∈ �3nN will converge to the
set ker(P) ∩ ker(IN ⊗ K), where the former captures the con-
sensus P-action Pij over the connected G(V,E), while the latter
captures the VO spring connection K in (10): 1) if K = 0 for
(9), following Proposition 1, τi(k) in (15) will push xi(k) →
xj (k) → a with an unspecified a ∈ �3n , implying that all VO
local copies will consensus to the same yet arbitrary shape a; 2)
if K = Kint with an undirected and connected GV O (X,K) and
Kgnd = 0, we will have xi(k) → xj (k) → xd + In ⊗ z with
an unspecified z ∈ �3 (cf., Section III-A), i.e., all the VO local
copies will attain the same (undeformed) shape xd , yet, possibly
“floating” by the same but arbitrary E(3)-displacement z (i.e.,
symmetry in E(3) [32]); and 3) if Kgnd �= 0 with the aforemen-
tioned Kint , K will become positive definite, xi(k) → xd , and
all the VO copies will converge to the same shape at the same
E(3)-location (i.e., breaking symmetry in E(3) [32]).

On the other hand, the force balance property (20) shows
that our P2P architecture indeed captures the peculiarity of mul-
tiuser shared haptic interaction, i.e., 1) possibly geographically
distributed N users can now interact with each other via the
shared deformable VO, as if they are physically manipulating it
together, while inducing the collective deformation x̄(k) on it;
and 2) if only the ith user alone pushes the object with perfect
consensus among the N VO local copies (i.e., xi(k) = xj (k));
from (20), we have fi(k) → K(xi(k) − xd), implying that this
user i will perceive the “intended” VO with its stiffness being
K [not K/N as in (9)] just like in the case of single-user haptics
with the unscaled VO (9) (i.e., N = 1). Note also from (15) that,
with an adequate consensus performance (i.e., xi(k) ≈ xj (k);
e.g., best topology in Section V), we will have ‖τi(k)‖ ≈ 0,
implying that the effect of the consensus control (15) on each
user’s perception of the shared VO would not be significant. See
the last statement of Section III-C as well.

Although the results of Theorem 1 are for the discrete-time
domain, we would be able to transfer them to the continuous-
time domain (i.e., as experienced by the real N users), if we use
some suitable passive hybrid device–VO coupling for the P2P
architecture in Fig. 2 and extend Theorem 1 to the continuous-
time domain (e.g., virtual coupling [7], [8]; PSPM [9]). Even if
it is rather a generic problem in haptics and not the main concern
of this paper, for completeness and expedited implementation
of our P2P architecture, in Section III-C, we briefly discuss this

C

m

x17
x5

x23

f17f5

f23

Fig. 6. Contact mesh C, contact node x� , contact force f � , and VP m.

issue of passive device–VO coupling, particularly how to utilize
the well-known virtual coupling technique [7], [8] for that.

C. Passive Device–VO Coupling

At the local site of each user, we implement hybrid device–VO
coupling, as shown in Fig. 5, where the virtual proxy (VP), which
is connected to the device through the device–VP coupling,
interacts with the VO local copy via the VO–VP contact block.
To enforce (discrete-time) passivity of this VP, similar to (9),
we utilize the NPMI algorithm [5]: For the ith user

mi
wi(k + 1) − wi(k)

Tk
i

= ui(k) +
∑

p∈Ci

f p
i (k)

ŵi(k) :=
wi(k + 1) + wi(k)

2
=

yi(k + 1) − yi(k)
Tk

i

ŷi(k) :=
yi(k + 1) + yi(k)

2
(21)

where mi > 0, yi(k), wi(k) ∈ �3 are, respectively, the mass,
position, and velocity of VP; Tk

i is the integration step in (9);
and fp

i (k), ui(k) ∈ �3 are the VO–VP contact force and the
device–VP coupling force, both to be explained in the following.

We define the VO–VP contact force fp
i (k) ∈ �3 in (21) by

fp
i (k) :=

⎧
⎪⎨

⎪⎩

−bc [ŵi(k) − v̂p
i (k)], if p ∈ Ck

i

−kc [ŷi(k) − x̂p
i (k)]

0, otherwise

(22)

where Ck
i ∈ X denotes the “contact mesh” consisting of “contact

nodes” of the VO of the ith user at k (see Fig. 6). Among the
VO’s nodes, only these contact nodes interact with the VP. This
implies that 1) for fi(k) = [f 1

i (k); f 2
i (k); . . . ; fn

i (k)] ∈ �3n in
(9), fj

i (k) = 0 if j /∈ Ck
i , and 2) the total VP–VO contact force

in (21) is given by
∑

p∈Ck
i

f p
i (k) = −[1T

n ⊗ I3×3 ]fi(k) (23)

where 1n = [1; 1; . . . ; 1] ∈ �n , and⊗ is the Kronecker product.
How to passively detect and render this VO–VP contact, par-

ticularly when the contact switches on and off, is still an open
problem in haptics. We do not attempt to solve it here, and rather
simply assume that this VO–VP contact block is discrete-time
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two-port passive: ∀M̄ ≥ 0, ∃cci ∈ �, s.t.

M̄∑

k=0

[v̂T
i (k)fi(k) +

∑

p∈Ck
i

ŵT
i (k)fp

i (k)]Tk
i ≤ c2

ci (24)

for all i ∈ {1, 2, . . . , N}, which is more or less reasonable when
the update rate Tk

i is fast enough as for our experiment in
Section V (with Tk

i = 2 ms). This VO–VP contact passivity is
always granted if the contact is maintained with the same con-
tact nodes all the time, which can be easily shown by using (9)
and (21) to obtain (24) with c2

hi :=
∑

p∈Ci
‖xp

i (0) − yi(0)‖2/2.
See also [5] for passive VO–VP contact handling when the VO
is a 1-D virtual wall.

On the other hand, for the device–VP coupling ui(k) in (21),
we briefly explain here how to utilize the well-known virtual
coupling technique4 [6]–[8]. For this, define the device–VP cou-
pling as follows: During Tk

i and for t ∈ Tk
i ≈ [tki , tk+1

i ) with
tki denoting the absolute-time instance of the onset of Tk

i

ui(k) := − bi
v ŵi(k)

− Bi
vc(ŵi(k) − v̂q i

k−1) − Ki
vc(ŷi(k) − qi

k )

ui(t) := − bi
d q̇i(t)

− Bi
vc(v̂

q i
k−1 − ŵi(k − 1)) − Ki

vc(q
i
k − yi(k))

where qi(t) ∈ �3 is the haptic device configuration, with qi
k be-

ing its sampling at tki ; ui(t) ∈ �3 is the device control torque;
v̂q i

k−1 := (qi
k − qi

k−1)/T k−1
i ; bi

v , bi
d > 0 is the (extra) VP damp-

ing and the (minimum) device damping; and Bi
vc ,K

i
vc > 0

are the virtual coupling gains. Here, ui(t) is computed at tki
and applied through tk+1

i , while ui(k) is used along with
fp

i (k) (and fi(k)) in (22) and τi(k) in (15) to solve the VO-
dynamics (9) and the VP-dynamics (21) together over Tk

i ,
which can still be cast into the noniterative form of (11) with
zi(k) := [vi(k);xi(k);wi(k); yi(k)] ∈ �6(n+1) .

Following [6, Th. 2], we can then show that this virtual cou-
pling (ui(k), ui(t)) is passive, i.e., ∀M̄ ≥ 0,∃chi ∈ � s.t.

∫ t̄ i

0
uT

i (t)q̇i(t)dt +
M̄∑

k=0

ŵT
i (k)ui(k)Tk

i ≤ c2
hi (25)

with t̄i := tM̄ +1
i , if the following conditions are met:

bi
d ≥ Bi

vc

(
Tk

i

T k−1
i

+ 1
)

+ Ki
vcT

k
i

bi
v ≥ Bi

vc

2

(
Tk

i

T k−1
i

− 1
)

+
Ki

vcT
k
i

2
. (26)

For a complete proof, see [6]. Combining (24) and (25) with the
VP’s open-loop passivity, i.e., similar to (12), from (21)

M̄∑

k=0

ŵT
i (k)[ui(k) +

∑

p∈Ck
i

f p
i (k)]Tk

i ≥ −κi(0)

4For the device–VP coupling, PSPM [9] may also be used with its passivity
condition less conservative than (26). See [9] for more details.

∀M̄ ≥ 0, where κi(k) := ‖wi(k)‖2
mi

/2, we can also achieve
hybrid two-port passivity of the total device–VO coupling in
Fig. 5 s.t.

∫ t̄ i

0
uT

i (t)q̇i(t)dt +
M̄∑

k=0

v̂T
i (k)fi(k)Tk

i ≤ κi(0) + c2
ci + c2

hi

for all M̄ ≥ 0, i = 1, 2, . . . , N .
With each user’s device also being continuous-time passive,

this (hybrid) passivity of the device–VO coupling then bridges
the discrete-time N -port passivity of the P2P architecture (item
1 of Theorem 1) to its continuous-time N -port passivity (as
experienced by the users via their haptic devices). With this
passive energetics and the PD-structure of the device–VO cou-
pling, we would also be able to duplicate Theorem 1 for the
continuous-time domain, the detail of which we omit here and
refer to [3] and [9], since it would involve technical deriva-
tions/arguments similar to those therein (i.e., with enough damp-
ing, (q̇i(t), vi(k), wi(k)) → 0; position/force coordination fol-
lows from Barbalat’s lemma like argument for the hybrid closed-
loop system with spring connections).

Note that the passivity conditions of our P2P architecture, (18)
and (26), impose no restrictions whatsoever on the structural pa-
rameters of VO and VP simulations [i.e., M,B,K, and mi in
(9) and (21)]. This then implies that 1) VO dynamics can be
designed regardless of the physical construction/parameters of
the devices to be engaged and the state of the Internet communi-
cation during operation (simulation-device/communication sep-
aration); 2) VP’s mass mi can be set very small (sharper force
feedback); and 3) any users can join the P2P architecture, while
keeping the same VO and consensus coupling even if their de-
vices’ damping is small (portability). These (powerful) prop-
erties, endowed by the passivity of NPMI-based VO and VP
simulations (9) and (21), are in a stark contrast with the cur-
rent practice in haptics, where VO/VP parameters are typically
bound to the device damping (e.g., minimum mass [13]). In ad-
dition, suppose that Nk

ij is very small and Tk
j is almost constant.

We can then employ very large Dij , Pij (i.e., rigid consensus
coupling) while satisfying (18); thus, if each user’s device–VO
coupling (see Fig. 5) can also be made rigid enough, (near) ideal
multiuser shared haptic interaction will be achieved (i.e., each
user perceives almost exactly as if physically collaborating on
a real deformable object, whose dynamics is given by (9) with
N = 1).

IV. NETWORK TOPOLOGY OPTIMIZATION

Performance of our P2P architecture strongly depends on how
fast the convergence of the consensus control is, or equivalently,
how fast information propagates among the users over the In-
ternet via the consensus control. This information propagation
would likely be fastest if all the users communicate with all
the others. Such all-to-all communication (i.e., fully connected
G(V,E)), yet, is often infeasible or prohibitively expensive par-
ticularly when the number of users (N ) and/or the dimension of
VO (3n) are large (e.g., bandwidth limitation). It is rather more
reasonable, under the current Internet technology, to assume
that only few communication links are possible for each user or
only a limited number of links are available for the whole P2P
architecture.
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Then, the question would be which graph we should choose
from the set of such practically feasible network topologies
GF := {G(V,E1),G(V,E2), . . . ,G(V,Em )} to maximize the
speed of information propagation (i.e., fastest mixing graph
[36]). For this, we assume that a simple first-order consen-
sus model can adequately capture the information propagation
among the users through the consensus control, with Pij defin-
ing the information mixing strength and the (constant) average
of Nk

ijT
k
i specifying the information propagation delay for each

link eij . As shown by the experimental results in Section V, this
simplifying assumption appears to be reasonable.

More precisely, we use the following widely used first-
order consensus equation to model the information propagation
among the N users:

pi(k + 1) =

⎛

⎝
∑

j∈Ni

Pij

⎞

⎠
−1

∑

j∈Ni

Pij pj (k + 1 − Nij )

where pi(k) ∈ �n defines an abstract state of information of
the ith user at the time index k, and Nij represents the averaged
delaying effect of Nk

ijT
k
i defined by

Nij := Z

[ ∑M̄
k=1 Nk

ijT
k
ij /M̄

∑N
i=1

∑M̄
k=1 Tk

i /(M̄N)

]

where Z[�] is an integer closest to � ∈ � with M̄ > 0 a large
enough averaging interval.

This first-order information mixing model can then be “lifted”
into the following form:

⎡

⎢⎢⎢⎣

p(k + 1)
p(k)

...

p(k + 1 − N̄)

⎤

⎥⎥⎥⎦ = J(G, Pij , Nij )

⎡

⎢⎢⎢⎣

p(k)
p(k − 1)

...

p(k − N̄)

⎤

⎥⎥⎥⎦

where p(k) := [p1(k); p2(k) . . . ; pN (k)] ∈ �nN ; N̄ =
maxij (Nij )

J(G, Pij , Nij ) :=

⎡

⎢⎢⎢⎢⎢⎢⎢⎣

A0 A1 . . . AN̄ −1 AN̄

I 0 . . . 0 0

0 I
. . . 0

...
... 0

. . .
. . .

...

0 . . . 0 I 0

⎤

⎥⎥⎥⎥⎥⎥⎥⎦

and Ak ∈ �nN ×nN has its n × n ijth component given by

Aij
k =

⎧
⎪⎪⎨

⎪⎪⎩

(
∑

j∈Ni

Pij

)−1

Pij , if k = Nij and eij ∈ E

0n×n , otherwise.

The matrix J(G, Pij , Nij ) ∈ �nN (N̄ +1)×nN (N̄ +1) then de-
fines the information propagation among the users. We
also found that, with connected G(V,E), J(G, Pij , Nij ) has
n-eigenvalues at 1 with eigenvectors 1N̄ +1 ⊗ 1N ⊗ a with arbi-
trary a ∈ �n , and all the other eigenvalues strictly within the unit
circle. That is, the n-eigenvalues at 1 correspond to the (steady-
state) information consensus state (i.e., pi(k) → pj (k) → a),
while the remaining nN(N̄ + 1) − n eigenvalues are related to

the (transient) nonconsensus residual, which is vanishing, since
the spectral radius of all these eigenvalues is < 1. This then
suggests the optimal network topology from GF to be the one
with the minimum (n + 1)th largest spectral radius λn+1 , i.e.,
the solution of the following optimization problem:

min
G∈GF

|λn+1(J(G, Pij , Nij ))|. (27)

If Pij = pij In with a scalar pij > 0, (27) can be further sim-
plified with scalar information state pi(k) ∈ �, reduced dimen-
sion of J(G, Pij , Nij ) ∈ �N (N̄ +1) with only one eigenvalue at
1 and all the others strictly within the unit circle, and λn+1 re-
placed by λ2 (algebraic connectivity [37]). Although there are
numerous results on (similar) network optimization problems
(e.g., [38]–[40]), here, we adopt more “consensus-based” ap-
proach (27) similar to [36] and [37], since by doing so, we could
directly migrate our consensus control (15) into the optimization
problem (27), while also explicitly incorporating nonuniform
mixing intensities Pij among the users as well. A thorough
comparison of our “consensus-based” approach (27) (as well
as [36] and [37]) with other well-known network optimization
techniques (e.g., [38]–[40]) is beyond the scope of this paper
and a topic for future research.

V. EXPERIMENTS

We use our P2P control architecture to implement a four-
user haptic interaction system over the Internet. Three Phantom
Omnis and one Phantom Desktop from Sensable are deployed
as the haptic devices (each with three Cartesian actuated de-
grees of freedom). A ball-like deformable VO, which is shown
in Fig. 3, is chosen as the shared VO, with M = 0.04I3n kg,
B = 0 N·s/m, and Krs

int = 100I3 N/m, which connects VO’s 33
nodes over the structure graph GV O (X,K) via surface and inter-
nal meshes. No mechanical ground is assumed (i.e., Kgnd = 0)
so that the VO can float in E(3). We also set the following param-
eters to be the same for all users: integration step Tk

i =: T = 2
ms (see [6] for single-user haptics with varying Tk

i ); VP mass
mi = 0.001 kg; contact gains bc = 0 N·s/m and kc = 200 N/m;
and virtual coupling gains Bvc = 0 N·s/m, Kvc = 200 N/m,
and bvi = 2 N·s/m to satisfy (26). Here, we intentionally set
B, bc , Bvc all to be zero to show that, even with this lack of
damping (i.e., prone to oscillate), our proposed control frame-
work, due to its passivity enforcing with (18) and (26), can still
ensure the stability of total P2P architecture over unreliable and
partially connected communication network.

We also use a simple stochastic model5 to achieve Internet-
like communication. For this, we first set the mean delay of each
communication link s.t.

[NijT ] =

⎡

⎢⎢⎣

0 4 4 4
8 0 80 200
4 100 0 200
6 240 200 0

⎤

⎥⎥⎦ [ms]

where the ijth element is the average delay on eij ∈ E. We allow
the actual delay Nk

ijT to randomly vary between 50% and 150%

5The main goal of this section is to experimentally verify 1) the theoretical
results of Theorem 1 (i.e., passivity and steady-state convergence) and 2) the
importance/validity of network topology optimization given in Section IV, for
which we think our simple stochastic Internet model and [Nij T ] values given in
the following are adequate, although not necessarily realistic (cf., [41] and [42]).
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Fig. 7. Best and worst network topologies with average round-trip
delays.

of this mean delay NijT following the uniform distribution. This
Nk

ij is then applied to each outbound packet �j (k), in addition to
5% packet-loss rate and 1% packet-duplication rate, which are
uniform across all eij (once duplicated, a new Nk

ij is computed
and applied to �j (k)).

For the consensus control (15), we also choose its gains s.t.

Pij = Pji = 1000
[
I3n

2
+

Kint

2λmax(Kint)

]
[N/m]

Dij = Dji = 5I3n [N·s/m]

for all eij , where we inject the cross-coupling term Kint/
2λmax(Kint) to enhance the consensus performance. Given
these consensus gains and [NijT ] above, which we found still
adequately captures each link’s mean delay, we perform the net-
work topology optimization of Section IV with the condition
that only three undirected communication links are available
for the P2P architecture. The best and worst topologies are
shown in Fig. 7. We also found upper bound of each user’s∑

j∈Ni
(N̄ij + N̄ji)T/2 in (18) to be 1) (25, 10, 7, 9)[ms] for

the best topology; and 2) (10, 375, 330, 695)[ms] for the worst
topology. Then, following (18), we set the local damping Bi in
(15) for the four users s.t.: 1) (26.25, 10.5, 7.5, 9.5)[N·s/m] for
the best topology; and 2) (10.5, 395, 346.5, 730)[N·s/m] for the
worst topology.

Experimental results are presented in Figs. 8 (for the best
topology) and 9 (for the worst topology), where 1) top plots
show the deformation of four VO local copies (only surface
nodes/meshes rendered; deformation drawn three-times exag-
gerated for presentation purpose) of each user’s VP (red) and
their contact mesh/nodes (black); 2) middle plots show the
x-position of each user’s node 19, which is on the second user’s
contact mesh (i.e., x19 ∈ C2), as well as the device x-axis con-
trol force (ux

i ) of all the users and their sum (
∑

ux
i ); 3) bottom

plots show the positions of device (xdi, ydi) and VP (xvi, yvi),
and the positions of one same node on the denoted user’s contact
mesh for each user (e.g., x15

1 ∈ C1 or y23
i ∈ C3 , ∀i = 1, 2, 3, 4).

The four users start by making a light contact with their own VO
local copy (first row of top plots of Figs. 8 and 9). Then, they
push their own VO copies individually through different contact
meshes along different directions (each VP is beneath their con-
tact mesh (black), thus not shown in the second–fourth rows of
top plots of Figs. 8 and 9). After the steady state is attained, all

the users release their VO, and four VO copies converge back
to the undeformed ball shape.

From Figs. 8 and 9, we can then see that 1) [top plots]
even if four (disjoint) VO local copies are individually ma-
nipulated, with the consensus control (15), the users can hap-
tically collaborate with each other, while perceiving others’
action on the same VO; 2) [middle plots] when released (af-
ter 12 s in Fig. 8 and 64 s in Fig. 9), the four VO copies
reach their configuration consensus (i.e., item 2 of Theorem
1); 3) [middle plots] multiuser force balance is achieved dur-
ing (steady-state) collaborative holding of the VO (between 6
and 12 s in Fig. 8 and between 40 and 60 s in Fig. 9) with∑N

i=1 ux
i = 0, which is because

∑N
i=1

∑
p∈Ci

f p
i = −(1T

n ⊗
I3×3)

∑n
i=1 fi → −(1T

n ⊗ I3×3)K(x̄ − xd) = 0, from (23) and
(20) with (1T

n ⊗ I3×3)Kint = 0; and 4) [bottom plots] for each
user, the device penetrates deeper into VO than VP and VP
than the contact nodes, while the (same) contact nodes of other
users are pulled by the consensus control, even though each user
makes contact on different parts of VO.

Note also that the multiuser haptic interaction in Figs. 8 and
9 is stable, even with the Internet’s communication unreliability
(e.g., packet loss, varying delay, data swapping, etc). This is due
to our enforcing of the N -port passivity (i.e., item 1 of Theorem
1). To verify this claim, we intentionally violate the passivity
condition (18) by reducing the local damping Bi to (14, 5, 4,
5) [N·s/m] for the best topology. The result is shown in Fig. 10,
where with only a small perturbation exerted by one user on
his local VO copy around 2.5 s, the system becomes unstable,
clearly manifesting the importance of the N -port passivity (13)
and enforcing the condition (18).

The top plots of Figs. 8 and 9 also show a vivid perfor-
mance difference between the best and worst topologies: To
achieve similar deformation of the shared VO (with similar hu-
man force), it takes much less time with the best topology (e.g.,
3 s for Fig. 8, and 29 s for Fig. 9). The relatively large device–
VP deformation in the bottom plots of Figs. 8 and 9 is due
to the compliance of the virtual coupling (see Section III-C),
implying that, even with the best topology, the VO would feel
“softer” than originally designed for in (9). Using (less con-
servative) passive set-position modulation (PSPM) [9], we may
reduce this device–VP deformation (e.g., twice larger Kvc pos-
sible than for (26) [9, Remark 1], the details of which, yet, we
do not provide here and rather refer readers to [9], since this
is a standard problem in (single user) haptics and not the main
concern of this paper.

As the communication unreliability becomes severer, the per-
formance of our P2P architecture would degrade, being sluggish
with a large Bi required for (15) or, equivalently, providing only
a dull perception of other users’ action on the shared VO with
Pij ,Dij required to be small for (15). In addition, with such
severe delay and loss rate, the consensus control itself (15)
would also become sluggish (or slow), possibly affecting (or
“masking”) each user’s perception of the VO. Such (transient)
performance deterioration is typical for many “time-invariant”
teleoperation/haptics schemes (e.g., [35], [43]), including our
PD-type consensus control (15) and virtual coupling in Sec-
tion III-C, in which the worst case gains are blindly applied all
the time no matter what.
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Fig. 8. Experimental results with best topology. (Top) Deformation of VO
with contact mesh (black) and VP (red). (Middle) Position a representative
node (x19

i ) and device control force (ux
i ) of all the users. (Bottom) Positions of

device (xdi , ydi ), VP (xvi , yvi ), and a node (xr
i , yr

i ) on the contact mesh of
each user.
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Worst Network Topology – VO Snapshots 
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Fig. 9. Experimental results with worst topology. (Top) Deformation of VO
with contact mesh (black) and VP (red). (Middle) Position a representative node
(x19

i ) and device control force (ux
i ) of all the users. (Bottom) Positions of device

(xdi , ydi ), VP (xvi , yvi ), and a node (xr
i , yr

i ) on the contact mesh of each
user.
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Fig. 10. Unstable behavior with condition (18) intentionally violated: x-axis
position of each user’s node 9 (i.e., x9

i ) is shown.

How to improve the performance of our PD-type P2P archi-
tecture, particularly when the communication is poor, is a topic
for future research. For this, we think that our recently proposed
PSPM technique [9] is particularly promising, due to its (much)
less conservativeness (i.e., higher performance via selective ac-
tivation of passifying action only when necessary), versatility
(e.g., incorporation of estimator/prediction or other consensus
algorithms [44]), and flexibility [e.g., estimation of N̄ij + N̄ji

in (18) not necessary; completely arbitrary Tk
i possible (cf.,

statement after Theorem. 1)], on top of, of course, its enforcing
of N -port passivity of the P2P architecture.

VI. CONCLUSION

In this paper, a novel P2P control architecture has been pro-
posed for the multiuser shared haptic interaction over the In-
ternet. For haptic feedback responsiveness, each user simulates
their own local copy of the shared deformable VO and locally
interacts with it, while for haptic experience consistency, these
VO local copies are synchronized by the PD-type consensus
control over the Internet with undirected, yet only partially
connected, communication topology. By extending/utilizing the
results of [1]–[3], passivity of the P2P architecture is guaran-
teed, even if the Internet is imperfect (e.g., with varying delay,
packet loss, data swapping, etc), thereby, rendering the archi-
tecture interaction stable, portable, and scalable against hetero-
geneous users/devices. Consensus among the VO local copies
and the multiuser force balance via the shared deformable VO
are shown. Network topology optimization using algebraic con-
nectivity has also been proposed along with some experimental
results.

Some future research directions include 1) improvement of
the system performance by using less conservative consensus
and device–VO coupling schemes (e.g., PSPM [9]) instead of
the current (time-invariant) PD-type consensus control, 2) re-
duction of the amount of data for the VO consensus without
compromising human perception (e.g., perception-based data
reduction [45]), and 3) application of the result to more com-
plex and practically important scenarios and investigate the issue
of human perception therein (e.g., collaborative virtual surgical
training).

APPENDIX

We first show the N -port consensus controller passivity (14).
For this, let us denote the energy generated from the N consen-

sus control ports (τi(k), v̂i(k)) during the kth time step by

sE (k) :=
N∑

i=1

v̂T
i (k)τi(k)Tk

i

= −
N∑

i=1

[
Λi(k) +

∑

j∈Ni

v̂T
i (k)Dij (v̂i(k) − δk

ij v̂j (k − Nk
ij ))T

k
i

+
∑

j∈Ni

v̂T
i (k)Pij

(
x̂i(k) − x̂j (k − Nk

ij )
)
Tk

i

]

= −
N∑

i=1

Λi(k) −
Ne∑

l=1

v̂T
p (k)Dpq

[
v̂p(k) − δk

pq v̂q (k − Nk
pq )
]
Tk

p

−
Ne∑

l=1

v̂T
p (k)Ppq

[
x̂p(k) − x̂q (k − Nk

pq )
]
Tk

p

where we use the fact (1) with l ≈ (p, q) and Λi(k) :=
‖v̂i(k)‖2

Bi
T k

i . Here, the last term, which is related to Ppq , can
be rewritten as

Ne∑

l=1

v̂T
p (k)Ppq

[
x̂p(k) − x̂q (k)

]
Tk

p

+
Ne∑

l=1

v̂T
p (k)Ppq

[
x̂q (k) − x̂q (k − Nk

pq )
]
Tk

p

=
1
2

Ne∑

l=1

(
v̂p(k)Tk

p − v̂q (k)Tk
q

)T
Ppq (x̂p(k) − x̂q (k))

+
Ne∑

l=1

v̂T
p (k)Ppq

[
x̂q (k) − x̂q (k − Nk

pq )
]
Tk

p

where we use the fact (2) over the undirected G(V,E).
Define the relative distance Δxk

pq := xp(k) − xq (k) and the
half of the energy stored in Ppq on epq , ϕpq (k) := 1

4 ‖Δxk
pq‖2

Pp q
.

Then, using the following derivation:

(
v̂p(k)Tk

p − v̂q (k)Tk
q

)T
Ppq (x̂p(k) − x̂q (k))

=
1
2
(
Δxk+1

pq − Δxk
pq

)T
Ppq

(
Δxk+1

pq + Δxk
pq

)

= 2 (ϕpq (k + 1) − ϕpq (k))

we can further rewrite sE (k) s.t.

sE (k) = −
N∑

i=1

Λi(k)︸ ︷︷ ︸
Bi -dissipation

−
Ne∑

l=1

[
ϕpq (k + 1) − ϕpq (k)

]
︸ ︷︷ ︸

energy stored in Pp q

−
Ne∑

l=1

v̂T
p (k)Ppq

[
x̂q (k) − x̂q (k − Nk

pq )
]
Tk

p︸ ︷︷ ︸
energy generated by P-action

−
Ne∑

l=1

v̂T
p (k)Dpq

[
v̂p(k) − δk

pq v̂q (k − Nk
pq )
]
Tk

p︸ ︷︷ ︸
energy generated by D-action

(28)
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with (p, q) ≈ l, where the first and second terms are always
passivity enforcing, while the third and fourth terms may violate
passivity due to the Internet’s communication unreliability.

We will now show that, under condition (18), those (possi-
bly) passivity-breaking energy generation due to the P and D
actions are guaranteed to be dissipated by the local damping in-
jection Bi , thereby, the consensus controller passivity (14) and
the closed-loop passivity (13) are achieved. For this, we first
obtain the upper bound of the energy generation by the P action
and that of the D action, and show that the lower bound of the
damping dissipation is larger than their sum under condition
(18).

1) Terms related to delayed P-action: From (28), define

Θpq (k) := v̂T
p (k)Ppq

[
x̂q (k) − x̂q (k − Nk

pq )
]
Tk

p (29)

associated with the energy generation by the P action on the edge
el with (p, q) ≈ l during the kth time index. Inserting “tele-
scopic” term,

∑k−1
j=k+1−N k

p q

[
x̂q (j) − x̂q (j)], between x̂q (k)

and x̂q (k − Nk
pq ), we can write Θpq (k) as

Θpq (k) = v̂T
p (k)Ppq

k−1∑

j=k−N k
p q

[x̂q (j + 1) − x̂q (j)]Tk
p

= Tk
p v̂T

p (k)Ppq

k−1∑

j=k−N k
p q

1
2
[
v̂q (j + 1)T j+1

q + v̂q (j)T j
q

]

= Tk
p v̂T

p (k)Ppq

k−1∑

j=k+1−N k
p q

v̂q (j)T j
q

+
1
2
Tk

p v̂T
p (k)Ppq

[
v̂q (k)Tk

q + v̂q (k − Nk
pq )T

k−N k
p q

q

]

where the second equality is obtained by using (9), and the third
equality by combining the last two terms of the second line.
Here, we set any summation

∑k2
j=k1

�j = 0 whenever k1 > k2 .
In addition, if Nk

pq = 0, we have Θpq (k) = 0 in (29), trivially
(and conservatively) satisfying the target inequality below (31).

Since Ppq is symmetric and positive definite, we have the
following fact:

|xT Ppqy| ≤
1
2
(‖x‖2

Pp q
+ ‖y‖2

Pp q
) (30)

for any x, y ∈ �n . Using this, we can then show that

|Θpq (k)| ≤ 1
2
Tk

p

k−1∑

j=k+1−N k
p q

T j
q

[
‖v̂p(k)‖2

Pp q
+ ‖v̂q (j)‖2

Pp q

]

+
1
4
Tk

p T k
q

[
‖v̂p(k)‖2

Pp q
+ ‖v̂q (k)‖2

Pp q

]

+
1
4
Tk

p T
k−N k

p q
q

[
‖v̂p(k)‖2

Pp q
+ ‖v̂q (k − Nk

pq )‖2
Pp q

]

=
1
4
αpq (k)

[
k−1∑

j=k−N k
p q

T j
q +

k∑

j=k−N k
p q +1

T j
q

]

+
1
4
Tk

p

[
k−1∑

j=k−N k
p q

αqp(j) +
k∑

j=k−N k
p q +1

αqp(j)

]

with αpq (k) := Tk
p ‖v̂p(k)‖2

Pp q
≥ 0, where the equality is ob-

tained by splitting the two terms in the first line and combining
them with the remaining terms.

Since G(V,E) is undirected with Ppq = Pqp , we can also de-
fine Θqp(k) and obtain |Θqp(k)| similar to earlier, with p and q
swapped with each other. Summing them up and collecting the
terms containing αpq and αqp separately, we can show that

|Θpq (k)| + |Θqp(k)| ≤ Ωpq (k) + Ωqp(k) (31)

where

Ωpq (k) :=
1
4
αpq (k)

[
k−1∑

j=k−N k
p q

T j
q +

k∑

j=k−N k
p q +1

T j
q

]

+
1
4
Tk

q

[
k−1∑

j=k−N k
q p

αpq (j) +
k∑

j=k−N k
q p +1

αpq (j)

]

≤ 1
4
Tmax

q

[
2N̄pqαpq (k)+

k−1∑

j=k−N̄q p

αpq (j) +
k∑

j=k−N̄q p +1

αpq (j)

]
.

Then, by summing Ωpq (k) over the time, we have

M̄∑

k=0

Ωpq (k) ≤
Tmax

q

2

M̄∑

k=0

⎡

⎣N̄pqαpq (k) +
k∑

j=k−N̄q p +1

αpq (j)

⎤

⎦

=
M̄∑

k=0

N̄pq + N̄qp

2
Tmax

q αpq (k)

−
Tmax

q

2

N̄q p −1∑

k=1

kαpq (k + M̄ − N̄qp + 1)

≤
M̄∑

k=0

N̄pq + N̄qp

2
Tmax

q αpq (k) (32)

where the first inequality is because

M̄∑

k=0

[
k−1∑

j=k−N̄q p

αpq (j) +
k∑

j=k−N̄q p +1

αpq (j)

]

=
M̄∑

k=0

[
2

k∑

j=k−N̄q p +1

αpq (j) + αpq (k − N̄qp) − αpq (k)

]

= 2
M̄∑

k=0

k∑

j=k−N̄q p +1

αpq (j) +
M̄∑

k=0

[αpq (k − N̄qp) − αpq (k)]

where the last term is always negative, since αpq (k) ≥ 0 with
αpq (k) = 0 for k < 0. The last inequality of (32) is also because
αpq (k) ≥ 0. On the other hand, the equality in the second line
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of (32) is from the fact that

M̄∑

k=0

k∑

j=k−N̄q p +1

αpq (j)

=
M̄∑

k=0

N̄qpαpq (k) −
N̄q p −1∑

k=1

kαpq (M̄ − N̄qp + 1 + k) (33)

which can be shown as follows: 1) Write k from 0 to M̄ hori-
zontally and each term of

∑k
j=k−N̄q p +1 αpq (j) top down from

j = k − N̄qp + 1 to j = k with αqp(k) = 0 for k < 0 [i.e., all
the terms in the left-hand side of (33)]; 2) append them with
terms to collectively make a parallelogram shape with its top
and bottom lines, respectively, consisting of N̄qp αpq (0) and
αpq (M); 3) add all the terms in this parallelogram [i.e., first
term in (33)]; and 4) subtract the terms that were added to make
the parallelogram [i.e., second term in (33)].

2) Terms related to delayed D-action: This energy can be
written as follows. For the edge el ∈ E with (p, q) ≈ l, we have

Υpq (k) := v̂T
p (k)Dpq [v̂p(k) − δk

pq v̂q (k − Nk
pq )]T

k
p

≥ ‖v̂p(k)‖2
Dp q

T k
p

− 1
2
δk
pq (‖v̂p(k)‖2

Dp q
+ ‖v̂q (k − Nk

pq )‖2
Dp q

)Tk
p

≥ 1
2
(‖v̂p(k)‖2

Dp q
T k

p − δk
pq‖v̂q (k−Nk

pq )‖2
Dp q

T k
p ) (34)

where we use (30) and the fact that δk
pq = {0, 1}. Then, similar

to (31), since the graph G(V,E) is undirected with Dpq = Dqp ,
we can obtain inequality similar to the above for Υqp . Further,
combining those for Υpq and Υqp , we can have

Υpq (k) + Υqp(k) ≥ Ψpq (k) + Ψqp(k) (35)

where

Ψpq (k) :=
1
2
(
‖v̂p(k)‖2

Dp q
T k

p − δk
qp‖v̂p(k − Nk

qp)‖2
Dp q

T k
q

)
.

Summing this Ψpq (k) over time then yields

M̄∑

k=0

Ψpq (k)

≥ 1
2

M̄∑

k=0

(‖v̂p(k)‖2
Dp q

Tmin
p − δk

qp‖v̂p(k − Nk
qp)‖2

Dp q
Tmax

q )

≥ 1
2

M̄∑

k=0

(‖v̂p(k)‖2
Dp q

Tmin
p − δk

qp‖v̂p(k)‖2
Dp q

Tmax
q )

≥ 1
2

M̄∑

k=0

(Tmin
p − Tmax

q )‖v̂p(k)‖2
Dp q

(36)

where the first inequality is from the definition of Tmin
p , Tmax

q ,
while the second and third inequalities are because δk

qp ∈ {0, 1}
and no data duplication with this δk

qp (17), and ‖v̂p(k)‖2
Dp q

≥ 0,
with ‖v̂p(k)‖2

Dp q
= 0 for k < 0.

Now, we prove the N -port consensus controller passivity (14)
under condition (18). First, using (18), we can compute a lower
bound for the energy dissipation by the local damping Bi s.t.

M̄∑

k=0

N∑

i=1

‖v̂i(k)‖2
Bi

T k
i

≥
M̄∑

k=0

N∑

i=1

∑

j∈Ni

(
N̄ij + N̄ji

2
Tmax

j ‖v̂i(k)‖2
Ki j

T k
i

+
1
2

[
Tmax

j

Tmin
i

− 1

]
Tk

i ‖v̂i(k)‖2
Di j

)

≥
M̄∑

k=0

Ne∑

l=1

(
N̄pq + N̄pq

2
Tmax

q αpq (k)

+
1
2
[Tmax

q − Tmin
p ]‖v̂p(k)‖2

Dp q

)
(37)

where (p, q) ≈ l, αpq (k) := ‖v̂p(k)‖2
Pp q

T k
p , and the second in-

equality is due to the fact 1 and Tk
p /Tmin

p ≥ 1.
Then, from (28) using (29) and (34), along with (31), (32),

(35), and (36), we can achieve the N -port controller passivity
(14), i.e., ∀M̄ ≥ 0

M̄∑

k=0

sE (k) = −
M̄∑

k=0

N∑

i=1

Λi(k) +
Ne∑

l=1

[
ϕpq (0) − ϕpq (M̄ + 1)

]

−
M̄∑

k=0

Ne∑

l=1

Θpq (k) −
M̄∑

k=0

Ne∑

l=1

Υpq (k)

≤
Ne∑

l=1

ϕpq (0) =: c2 (38)

where, for the inequality, we also use the fact that

−
M̄∑

k=0

Ne∑

l=1

Θpq (k) ≤
M̄∑

k=0

Ne∑

l=1

|Θpq (k)| ≤
M̄∑

k=0

Ne∑

l=1

Ωpq (k).
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